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HEXAGON: Smart Digital Reality for Autonomous Industrial Facilities
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We need to leverage automation, Analysis & other 
technologies to address the data gap. To operate safely 
and reliably throughout a more sustainable, longer-term lifespan

By 2025, digital plants supporting optimization efforts will save 625 million 
metric tons of CO2 emissions globally, reduce outages and recovery 
costs and see lower insurance rates

WHY DO WE NEED THIS?
Digital Transformation in Industrial Facilities provides 
significant gains in improvement

Engineers typically spend 30 percent of their time looking for information. 
A digital thread provides a means to significantly reduce this waste.30

625

100 Preventable accidents and revenue loss of $151 billion due to lack 
of detailed and digitalized processes and procedures
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Operations Management Vision 

Effective Alarm System

Optimized Control Loops

Safe Operating Limits 
Managed & Monitored

Effective Operator 
Situation Awareness

Full Visibility and Control 
of Safety System Status

Fully Digitalized Logbooks, 
Permits, Duties, etc.

Actionable KPI’s
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O&M CHALLENGES: PROBLEM STATEMENT
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Case for Change



8

Layers of Process Safety 

Evacuation

Process Relief & Containment

Safety Shutdown Systems

Alarms & Operator Interventions

Regulatory Controls

Procedures & 

Management Systems
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Process Safety Performance Indicators for the Refining and Petrochemical Industries

API 754

• Conceptually based on the “incident pyramid”

• Identifies leading and lagging process safety indicators 

to drive performance

• Tier 1 is the most lagging, Tier 4 is the most leading

• Tiers 1 and 2 are measure of actual releases and may 

be used for national reporting

• Tiers 3 and 4 are intended for internal or site use
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Layers of Process Safety 

Evacuation

Process Relief & Containment

Safety Shutdown Systems

Alarms & Operator Interventions

Regulatory Controls

Procedures & 

Management Systems

Tier 3.5

Tier 4

Tier 3

Tier 2

Tier 1
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Tier 3.5 Leading Indicator Examples

• Regulatory Controls

― Loops in Manual

― Loop Stability

― Loop Response

― Activation of Override Loops (min flow, 
pressure relief, etc.)

• Alarms and Operator Interventions

― Alarm Floods

― Alarm Suppression

― IPL Related Alarms

― Active Bypasses

― Operator Loading

― Audit Mismatches
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Alarms – The Origin12

TOILET 

PUMP

http://www.checkenginesite.com/
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Why Alarms are important

© PAS - Confidential and Proprietary 2016
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Alarm Management Documents – Timeline
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http://www.api.org/
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Develop, use, and maintain an alarm philosophy

Collect data and benchmark your systems

Perform “bad actor” alarm resolution

Document and rationalize alarms

Implement audit and enforcement technology

Adopt real time alarm management

Control and maintain your improved system7

6

1

2

3

4

5

A Proven Approach: The Hexagon PAS Seven Steps (ISA 18.2 
Standards)
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PlantState Integrity Alarm Management

Alarm and Event 
Analysis/Metrics

Documentation and 
Rationalization

Audit and Enforce

Dynamic Alarming

Alarm Shelving

Alert Director

Use Case: 1. Alarm Management Analysis Tools

Challenge

• No Guideline, wrong configuration, too many alarms & 
Operator lost confidence

• Silo Rationalization DB and Alarm Management Event Analysis

Solution

• Comprehensive Alarm Management program aligned with ISA 18.2 
and IEC 62682 

• People, Processes and Technology to support the Alarm Management 
Lifecycle

• Integrated Alarm Management Suite & Rationalization DB = MADB
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Alarm Documentation & Rationalization
17

Process 
History 

P&IDs 

D&R Tools 

Alarm 
Statistical 
Analysis

Control and  Alarm 

Configuration

SOP/EOP/HAZOP/… 

Heavily relies on teamwork
• Facilitator
• Board Operators
• Process & Control Engineers
• Safety, Health, Environmental rep
• Production & Maintenance Engineers

 

Plant Experience & Knowledge
Process, Equipment, Operations, Procedures

• DEFINE YOUR ALARMABLE TAG 

• Ensures your actual alarms comply with your alarm philosophy (operator actions, priorities, time to 
respond, etc.)

• Documents your alarms (Set Points, Causes, Consequences, Corrective Actions), creating  a Master 
Alarm Database.
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Integrated AEA & D&R = MASTER ALARM DATABASE (MADB)

• Document Alarms

• Causes

• Consequences

• Corrective Actions 

• Classification

• Classify Alarms

• Process Performance

• Equipment safety

• Your Classification System

• Rationalize Priorities

• Impact / Severity / Maximum Response Time

• Priority and Trip Point for each process state

• Template based work process

• Create templates from any alarm

• Apply templates to any alarm

© PAS - Confidential and Proprietary 2016
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Automated Realtime MADB Audit
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Use Case: 2. Control Loop Performance Management

Challenge

1000s of interrelated control loops plantwide 
that need performance monitoring

Data Required

Real-time, high frequency data collection and 
tools to provide actionable information

Solution

Automated monitoring and reporting of 
problematic loops with potential corrective action
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Use Case 2. IPL - Safety Lifecycle Management in Operations

|     hexagon.com

OPERATION

MOC
Periodic Testing
Bypass Management
Reporting
Testing
Demand Analysis
Problem Detection
KPIs

What is 
the 

impact?

DESIGN

How to 
address

Keep it 
safe

What 
can go 
wrong?

Check 
reliability

Most of the work by 
experts is before 

Operations

The experts move on
to other projects

Complex tasks are 
supposed to happen 
during Operation, but 

expertise and time 
availability are often 

lacking…

Significant improvement 
opportunities here!

Hazard 
Identification

• PHA/HAZOP

• Process Hazard 
Analysis

Risk Analysis 
& SIL 

Determination

• LOPA

• Layers of Protection 
Analysis

Safety 
Requirements

• SRS

• Safety Requirements 
Specification

SIL 
Verification

• FTA

• Fault Tree 
Analysis

Verifying 
Controls
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Challenges – Managing Safety System 

Testing

• Resources

• Documenting

• Scheduling with Operations

• Overdue tests

Regular Proof 
Testing

Compliance 
Reporting

Reporting

• Demands on Safety 

System

• SIF Performance

• KPI’s

Plant Trip 
Reporting

Trip Reporting

• Verification

• Investigation

• Is plant safe to start ?

Trusting Data

Documentation

• Design vs Operating

• Access design date

Understanding Risk

• Active bypasses

• Proof Testing Status

Are You Safe 
to Run
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How is All of this Managed Today?

• Spreadsheets

• Written Procedures

- Operating

- Bypass

• Manual Testing

- Maintenance

• Online

• Offline

• Full/Partial stroke

• Etc.

• Process Drawings

• Work order systems

• Handwritten notes

• Homegrown applications

|     hexagon.com

SIF/SIL Documentation

These must be consolidated into a single point 
source of the truth

Disparate solutions…
• no input controls
• no interoperability
• limited change tracking
• limited functionality
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Maintenance System

• Scheduling CFT

• Issue work orders

SIS

• Compliance Reports

• SIS Analysis

• Test Results

• Validation input  PCS
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Safety Instrumented System Challenges

• Standards require tracking to verify proper design

• Tracking requires accurate data for 
SIS Demand Rate and SIS Failure Rate

• This data is difficult to collect and often overlooked

• SIF Validation (Periodic) Testing is expensive, labor 
intensive
and creates risks

• Some testing can be done online –
• reliability risks 

• and potential lost production

• Some tests can be done only during a shutdown
• Consumes Technical and Maintenance resources

• EXTENDS shutdowns – lost $$$

• SIF BYPASSES must be carefully managed
• Many bypass ways exist

• Can be overlooked

|     hexagon.com
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MADB Capabilities

Where to Consolidate it? The Master Alarm Database!

• Secure, with controlled access

• Create a new section for mapping 
SIS/SIF/IPLs

• Link to the correct DCS and SIS sensor 
points for monitoring and analysis

• Correct “single truth” is now in an 
MOC-controlled environment

|     hexagon.com

Boundary Excursions are detected, analyzed, and 

automatically reported.

SIF Activations are detected, analyzed, and 

automatically reported.

New Boundary 

Section

New IPL 

Section
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Use Case: 4. Boundary Management

Challenge

Unable to understand the performance of the process 
against Design/Operating/Optimal Limits

Data Required

Boundary information from disparate sources and 
real-time process data

Solution

Technology to consolidate boundary information, 
cross reference with alarm information and monitor 
the process in real time
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Inbound – integrating SOL/NEL/MDL 

|     hexagon.com
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Case Study – Process, Refineries, PetChem Industries Company

1. Improve safety by reducing Process 

alarm per hour per operator and having 

real time critical data, Managing Bypass 

and Critical Boundary

2. Improve production by monitoring and 

react on the non performing controller

3. Reduce Unplanned Shutdown by 

reacting to analysis on every Protection 

Layer as and indication of Performance

• Process Alarm – Loop Performance 

– Boundary – Safety System 

Analysis
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Components of Operational and Maintenance Management - VISION

Process Controls

Process Safety

Operations

Maintenance

Control 
Loop

Safety 
Instrumented 

System

Process 
Hazard 

Analysis

Alarm
Limits

Engineering

Preventative 
Maintenance

Safety 
Integrity 

Level

Design 
/Optimal 

Limits

Independent 
Protection 

Layers

Alarm 
Rationaliziation

Interlock

Piping & 
Instrument 

Diagram

Standard 
Operating 
Procedure

Incident 
History

Bypass Testing

Disparate solutions
multiple locations
no input controls

no interoperability
limited change tracking

limited functionality
high cost of effort to maintain

impossible to see the big picture
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Plant Digital Data Model Structure Overview

SCADA

Data     
Historian
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Smart  
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Device

HMI
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PLC
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THIRD PARTY 
DATA SOURCE EXAMPLES
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OPERATIONAL RISK DASHBOARD
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Alarm Management & IPL case study
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Process Safety KPI Reporting from 9 days to 1 day with accuracy and 

validated data – via Hexagon PSI



• Digitalization - Hexagon can help customers expand 

and interconnect their digitalization, unlocking new potential 

for their business and increasing potential benefits through a 

holistic and integrated approach.

• Interoperability - Centralize and visualize all types of 

asset information from data historians, the CMMS, the DCS, 

EAM, PLC and SCADA systems.

• Smart Digital Reality: Bringing It All Together - Using 

our Smart Digital Reality, you can deploy a comprehensive 

digital twin with Current Technology that enables an 

information management data ecosystem that's built and 

maintained throughout the asset lifecycle, allowing for a 

continuous journey of operational excellence.

3 Take-aways
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Let’s start building your
Smart Digital Reality.

Q & A

Thank you


