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‘® Satfety Critical Elements (SCE)

THE FIVE PITFALLS IN MANAGING‘
SAFETY CRITICAL ELEMENTS (SCE)

(By: Paul Stam)
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Safety Integrity Level (SIL)

IEC61508 — A Basic Safety Standard

Machinery sector

Medical sector

=

Nuclear sector

Process sector
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Safety Integrity Level (SIL)

Layer
of -
Protection

A Plant and

Emergency
Response

Mitigate Dike

Relief valve,
V Rupture disk

A Safety

Instrumented
System
Prevent Trip level alarm

Operator
Intervention

Pracess alarm

Basic P

Process Sl _ Process control layer
Control lu Normal behaviour

System

I*t Chemical Process Safety Sharing (CPSS) 4y o
13 Jun. 2018, Thailand ©SCCG @rr..... IRPC

Process Safety 'ﬁm]]’




Safety Integrity Level (SIL)

M Safety Lifecycle

/- I HAZOP REVIEW I
1

Mazard and risk
. I

&=

SIL ASSESSMENT

v

I
-8
1_1

of Satety fanctions
to Protection Layers
2 I Clause 10 4 12
of 533
3 Clhause 10 4 12
AsCo
—
[e——
e3ipn and Eng ng of other
“““““ of of

e T W A 7 p e w7 . Chause 11 4 12 L ]
Installation i dation ~ -
s Clause 14 & 15 o ] Tae ' P Tank | wtervat |
} | | S5 MOV 23S | SL. Moot Tew .‘*ICM‘
2 | ieeaw | S Proof Test | tves |
3 S5 MOV I8t L Moot Tewt Moo
. ©» '-‘." 4 | seoee | SU Proot Test | tvear |
Clouse s SE5 MOV 185 SL- Proof Test 18 Moecha
L) | S AL 1% 1 SL. Moot Tem | 1 Your d
7 | seswmovrs2 | L Moot Test 18 Moeehs |
7 Modiucation s | seises | L Proot Test | 1vewr |
Chause 17 3 | seswmovrse | St Proot Test 18 Mceera |
10 | SISm0 | SL. Proed Test | 1vew |

Decommitsssning
s Clause 18 f
Management o
Change
e e e ko

Ist Chemical Process Safety Sharing (CPSS) (‘
[3 Jun. 2018, Thailand

Chemical '.'.-

Process Safety Rhariy




Assessment Phase

Safety Integrity Level (SIL)

Verification Phase




Safety Integrity Level (SIL)

Assessment Phase

system

Inherent
Residual Tolerable process risk level
risk level risk level {not tolerable)
' P drain systems P relief valves P> piping classes '
P fire walls P rupture disks P control systems
: P> dykes B> break pins P operational
1
P sensors : P Fire & Gas envelopes

1

1

1

P logicsolver | &
Yi“a' e'e"‘e“‘is Required overall risk reduction
SIS (functional safety) el Mechanical Design

(mitigation)

i SIL Level
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Safety Integrity Level (SIL)

Verification Phase m»asstqhuuasuear PFD

-+ PFD

PFD Logic Solver Final Element

Logic
Solver &
Valves

PFD : Probability of failure on demand

PFD,,c : Average
Probability of Failure
on Demand
(Demand Mode)

Safety Integrity Level

siL4a >=10"5to <104
SIL 3 >=10“to <10 >
SIL 2 >=103to <102
N SiL1 >=102to <101
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Safety Integrity Level (SIL)

Assessment Phase

Perfect

SIL < PFD

SIL = PFD

i PFD dAvallabIe

SIL > PFD
Verification Phase
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Safety Integrity Level (SIL)

Outcome
I
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Task & Test
Q Intervals
[r For ESD
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SIL

Assessmentse
- Potential
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Safety Integrity Level (SIL)

Task up Load
to SAP _Maintenance
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Safety Integrity Level (SIL)

Qutcome

Goto Envionment  Settings System  Help
@i -JqH @@ CHE nnas DR @@
Display Maintenance Item: Maintenance Item List

FRYAEBREAT A Maintenance tem Maintenance plans  Cost estimate [

[E} S Maintenance tem | MntPlan Strat. | Maintenance item description Group G | Sort field Functional Location Equipment Mn.wk.ctr

151570 122508 NV012704C-FULL Fn. TEST SHUT-OFF VALVE F9201901 SE ADU1-NVO_ ADU1-01 -01B001B -INST -NV012704C 30016807 13I-ADU1 131 P 1023 =~
151571 122509 NV012704C-OVERH AND TEST SHUT-OFF VALVE H92019  SE ADU1-NVO_ ADU1-01 -01B001B -INST -NV012704C 30016807 13IFADU1 131 P 1023 ~
151572 122510 NV012705-FULL Fn. TEST SHUT-OFF VALVE F9201901 SE ADU1-NVO_ ADU1-01 -01B001B -INST -NV012705 30016808 13IFADU1 13I P 1023
151573 122511 NV012705-OVERH AND TEST SHUT-OFF VALVE H92019  SE ADU1-NVO_ ADU1-01 -01B001B -INST -NV012705 30016808 13I-ADU1 131 P 1023
151574 122512 NV012706-FULL Fn. TEST SHUT-OFF VALVE F9201901 SE ADU1-NVO_ ADU1-01 -01B001B -INST -NV012706 30016809 13IFADU1 131 P 1023
151575 122513 NV012706-OVERH AND TEST SHUT-OFF VALVE H92019  SE ADU1-NVO_ ADU1-01 -01B001B -INST -NV012706 30016809 13I-ADU1 131 P 1023
151576 122514 TT012644-FULL Fn. TEST TEMP TRANS&PROBE  F8206901 SE ADU1-TTO_ ADU1-01 -01B001B -INST -TT012644 30018379 13I-FADU1 131 P 1023
151577 122515 TT012652-FULL Fn. TEST TEMP TRANS&PROBE  F8206901 SE ADU1-TTO_ ADU1-01 -01B001B -INST -TT012652 30018402 13IFADU1 131 P 1023
151578 122516 TT012653-FULL Fn. TEST TEMP TRANS&PROBE  F8206901 SE ADU1-TTO _ ADU1-01 -01B001B -INST -TT012653 30018403 13I-ADU1 131 P 1023
151579 122517 LSLO10403-FULL Fn. TEST LEV. DISP SW F8004901 SE ADU1-LSLO  ADU1-01 -01D001 -INST -LSL010403 30017271 13I-ADU1 131 P 1023
151580 122518 LSL010403-OVERH AND TEST LEV. DISP SW H80049  OSE ADU1-LSLO  ADU1-01 -01D001 -INST -LSL010403 30017271 13I-ADU1 131 P 1023
151581 122519 LSL012211-FULL Fn. TEST LEV. DISP SW F8004901 SE ADU1-LSLO_ ADU1-01 -01D002 -INST -LSL012211 30017273 131-ADU1 131 P 1023
151582 122520 LSL012211-OVERH AND TEST LEV. DISP SW H80049  OSE ADU1-LSLO  ADU1-01 -01D002 -INST -LSL012211 30017273 13IFADU1 13I P 1023
151583 122521 LSH011006-FULL Fn. TEST LEV. DISP SW F8004901 9E ADU1-LSH _ ADU1-01 -01D004 -INST -LSH011006 30017316 13I-ADU1 131 P 1023
151584 122522 LSH011006-OVERH AND TEST LEV. DISP SW H80049  OSE ADU1-LSH _ ADU1-01 -01D004 -INST -LSH011006 30017316 131-ADU1 131 P 1023
151585 122523 LSH012716-FULL Fn. TEST LEV. DISP SW F8004901 SE ADU1-LSH _ ADU1-01 -01D008 -INST -LSH012716 30017274 131-ADU1 131 P 1023
151586 122524 LSH012716-OVERH AND TEST LEV. DISP SW H80049  OSE ADU1-LSH_ ADU1-01 -01D008 -INST -LSH012716 30017274 13I-ADU1 131 P 1023
151587 122525 FT010912A-FULL Fn. TEST FLOW TRANS. F7918901 SE ADU1-FTO_ ADU1-01 -FLOW -010912-FT010912A 30017129 131-ADU1 131 P 1023
151588 122526 FT010912A-OVERH AND TEST FLOW TRANS. H79189  9E ADU1-FTO_ ADU1-01 -FLOW -010912-FT010912A 30017129 13I-ADU1 131 P 1023
151589 122527 FT010912B-FULL Fn. TEST FLOW TRANS. F7918901 SE ADU1-FTO_ ADU1-01 -FLOW -010912-FT0109128B 30017130 131-ADU1 131 P 1023
151590 122528 FT010912B-OVERH AND TEST FLOW TRANS. H79189  SE ADU1-FTO_ ADU1-01 -FLOW -010912-FT0109128 30017130 13I-ADU1 131 P 1023
151591 122529 FT010912C-FULL Fn. TEST FLOW TRANS. F7918901 SE ADU1-FTO_ ADU1-01 -FLOW -010912-FT010912C 30017131 13IFADU1 131 P 1023
151592 122530 FT010912C-OVERH AND TEST FLOW TRANS. H79189  9E ADU1-FTO_ ADU1-01 -FLOW -010912-FT010912C 30017131 13I-FADU1 131 P 1023
151593 122531 FT010912D-FULL Fn. TEST FLOW TRANS. F7918901 SE ADU1-FTO_ ADU1-01 -FLOW -010912-FT010912D 30017132 13I-ADU1 131 P 1023
151594 122532 FT010912D-OVERH AND TEST FLOW TRANS. H79189  9E ADU1-FTO_ ADU1-01 -FLOW -010912-FT010912D 30017132 13I-FADU1 131 P 1023
181805 199822 CTAINN1I2A CINLI Cn TECT CF MAI TDAMC C7N0100N1 NC ANLI1L CTN ADLIT N1 C1AAAL N1INAN12 CTAINNOI2A 20017122 12T AN 12T D 1072
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Safety Integrity Level (SIL)

Potential

(orrective Action
(Gap (losing)
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Safety Integrity Level (SIL)

Outcome

Existing Configulation Control System

o e

1002(FG)

FSLLUlUBlZA D

l l
- ] Operating
Equipment
_ Nl _ ol
- rad rad

NV011001A  NV-0110018 I:I——-

1}

- Protection System
. . “It is strongly recommended that separate control and protection
FSLL010913A-D 9 loo1(FO) s * il
L —
NV011003

Improvement Configulation

<< - 1002 (FG)
REF. 61508/11 ADD ONE FLOW L eealre
e @ e
@ Shell DEPs ' Logic Solve u,r.j__éj J.;}z
NV011001A  NV011001B
MVC g—l — - )
FSLLO10913A-D = j loo1(FO)
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NV011003
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Safety Integrity Level (SIL)

Existing Configulation In the case of a SIL 1 or 2 IPF
where dangerous fault tolerant
sensors are applied (1002). In that
(FC/ALreN) —— case one of the sensors may be a
%—— | sensor also used for control, even if
FALL150711 a dangerous failure of this control

sensor may lead to a demand on
he function.

[\
Improvement Configuration 1|
REF. I=Se&SG61508/11
@ Shell DEPs m
B
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¥ Safety Integrity Level (SIL)

Outcome
Existing Configulation Control valve failure in demand scenario
Yes No
TSO . . . .
SIL not required required not required required
1 1001 (0) 1001 TSO (0) 1001 (0) 1001 TSO (0)
excl. CV excl. CV incl. CV excl. CV
2 1002 (1) 1002 TSO (1) 1002 (1) 1002 TSO (1)
% u incl. CV excl. CV (1) incl. CV excl. CV
- 3 1002 (1) 1002 TSO (1) 1002 (1) 1002 TSO (1)
! ‘ excl. CV excl. CV incl. CV excl. CV
TSHH (20011) - “Excl. CV" means that the Control Valve (if any) cannot (be part of) the final element
UV3200402 “Incl. CV” means that the Control Valve (if any) can (be part of) the final element. If the

control valve is used as (one of) the final element(s) it shall be via a SOV between
positioner and actuator.
Ohand (1) denote the achieved degrees of dangerous fault tolerance.

Improvement Configulation

REF. 61508/11

@ Shell DEPs 15 o - -
TSHH (20015) — y«.a} L5

uUv3200708

Add new

— e —
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Safety Integrity Level (SIL)

Personnel
\/—

ROADMAP

Function Safety Function Safety

Engineer
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Safety Integrity Level (SIL)

Personnel
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Safety Integrity Level (SIL)

Applcation Arsa
ID-Ma.

Cartiflcate Ownar

Course Prowlder

Tralming Contanta

Izaua Date
Expiry Date

Waldify

Cologns, December 2014

51105 Cologne - Gemany
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Personnel Ceértificate

FS Eng (TUV Rheinland)

Functional Safety Engineer (TUW Rheinland)

Safety Instrumented Systems
#9619/ 14

Anucha Pinyopornsawat
Thailand

Yokogawa Europe B W

Process Safely Risk / Layers of Protecion
Intemational Safety Standards, Regulations, Enforcement
Safety Integrity Lewel {S1L) Assignmeni Methodologles
Safety Requirement Specificatons (SRS} Developmeant
Safety Integiity Lewel {SIL) Verficabon Methodologles
Managemeni of Functonal Safety

SIS Design and Sood Enginesring Practices

December 2014
December 2019

This ceniflcate |s valld for 5 years.
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Safety Integrity Level (SIL)
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Safety Integrity Level (SIL)
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